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fag g&ar/Bid Number: GEM/2025/B/6864126
et /Dated: 12-11-2025

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

03-12-2025 15:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

03-12-2025 15:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

0 (Days)

FAGA/TST W IAA/Ministry/State Name

Ministry Of Electronics And Information Technology

faswar @ AT/Department Name

Department Of Electronics And Information Technology

IS H AFA/Organisation Name

Centre For Development Of Advanced Computing (c-dac)

PRIt 1 ATAA/Office Name

West

a&g 4ol /Item Category

Vulnerability and Penetration Testing - Web Application,
Mobile applications; Application Security Audit (OWASP Top
10), Secure Configuration Review (Devices/OS), Malware
Analysis, Security Code Review, Pre-hosting assessment of
applications; Ethical..

34 3@ /Contract Period

1 Year(s) 3 Month(s)

TATHUAS F foT 3gHa & auf 3R 3w A ge uara

&1 315 €/ MSE Exemption for Years of No
Experience and Turnover

FIE3NU F fAT 3gHa & anf 3K 30’ A g vara

&1 315 & /Startup Exemption for Years of No

Experience and Turnover

ey Pad Iadic fObar de BT/

Participation restricted to Government
seller

Yes (This bid is reserved for participation only by
Government sellers and hence Government sellers will be
exempted from payment of Transaction charges)

fahar & AR 3T gFAdSi/Document required

from seller

Certificate (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

w1 3 AREERT g s fhu v gEadSt at
fafder 3 srr o arer | FAfAgeRT A fearer
Tqed €2 HGH A &/Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be
displayed to other participated bidders after log in)
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{95 faawui/Bid Details

s oo & g T T@a: a9 e & o
3aeTs W5 ff @&l / Minimum number of

3
bids required to disable automatic bid
extension
da$ S| / Number of days for which Bid |3
would be auto-extended
3i1eY vrEe e 3fABAH fhaeh A fhar ser &1 /7 1
Number of Auto Extension count
9= ¥ Ray e’ afha fFar/Bid to RA enabled | No

&5 @& s /Type of Bid

Two Packet Bid

Tepelichl FeAlehel & SNIA dehelichl FUBIHIOT ¥
HJAd AT /Time allowed for Technical
Clarifications during technical evaluation

2 Days

Heaid ugfa/Evaluation Method

Total value wise evaluation

AT M arell AT SFAAST ABHT TS ¥ /

Financial Document Indicating Price Yes
Breakup Required
FCITYT @s/Arbitration Clause No
Yot @s/Mediation Clause No
$uardl faawu/EMD Detail
3ma’Iehdr/Required No
$esht faawor /ePBG Detail
wsarse! da/Advisory Bank IDBI Bank
sUidelr ufaRid (% )/ePBG Percentage(%) 3.00
SISl &7 3T 7afd (a1E) /Duration of ePBG 17

required (Months).

(a).3UHAST AR HUIG STATAd T, Te TE 9] el &, el & ua & gielr arfew| / EMD & Performance securityshould be

in favour of Beneficiary, wherever it is applicable.

aradt /Beneficiary :
CDAC

West, Department of Electronics and Information Technology, Centre for Development of Advanced Computing

(C-DAC), Ministry of Electronics and Information Technology

(Cdac)
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arelt fasraar onay & foRam a1/ Bid splitting not applied.

THANEINS 3arel=i/MIl Compliance

THIMSITS Hgare=t/MIl Compliance Yes

THTEs @l TAAdi/MSE Purchase Preference

THATHES WG aAa/MSE Purchase Preference Yes

e 3R oY 3TH7 FA 30T AAAHT B TG F
wrAfFeh, AfE 3 Hed L1+X% b & @ # &/ |15

Purchase Preference to MSE OEMs available upto
price within L14+X%

1. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-14+ 15% of margin of purchase preference /price band as defined in the relevant policy, then 100% order
quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price. The buyers are advised to
refer to the OM_No.1 4 2021 PPD_dated_18.05.2023 for compliance of Concurrent application of Public
Procurement Policy for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in
India) Order, 2017. Benefits of MSE will be allowed only if the credentials of the service provider are validated on-
line in GeM profile as well as validated and approved by the Buyer after evaluation of submitted documents.

2. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price within L-1+ 15% of margin of purchase
preference /price band as defined in the relevant policy, then 100% order quantity will be awarded to such MSE
bidder subject to acceptance of L1 bid price.

3. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

TRd 7 3uas fhr S fr 3maasdar /Excel Upload Required :

Price Break-up file - 1762493824 .xlsx

3ifaRs dvaar /3maasd 3er/Additional Qualification/Data Required

Payment Terms:Payment shall be released within 30 days from invoice date and handing over of the Reports
and its acceptance by C-DAC & end customer.

Scope of Work:1762493938.pdf

Pre Bid Detail(s)

Hed A=Idr €3 g&arasi/Pre-Bid

Date and Time -5 ¥ar/Pre-Bid Venue

3/7


https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/NovQ425/bidding/excel/bid-8557798/1762493824.xlsx
https://bidplus.gem.gov.in/resources/upload_nas/NovQ425/bidding/biddoc/bid-8557798/1762493938.pdf

Online. Here is meeting link.

MTID=m826f091992662aa37630b440d1475fd9

a1l AR, https://cdac-mmg.webex.com/wbxmjs/joinservice/sites/cdac-
21-11-2025 15:00:00 mmg/meeting/download/f19ebde3c189494dac8c53fc4cd4aaael?

Vulnerability And Penetration Testing - Web Application, Mobile Applications;
Application Security Audit (OWASP Top 10), Secure Configuration Review
(Devices/0S), Malware Analysis, Security Code Review, Pre-hosting Assessment Of

Applications; Ethical.. (1)

doeiidr ARPAT /Technical Specifications

faazor/

e/ Values
Specification

#R / Core

Scope of VA Web Application , Mobile applications

A Application Security Audit (OWASP Top 10) , Secure Configuration Review (Devices/QOS) ,
Activities of VA . . ; . .
Malware Analysis , Security Code Review , Pre-hosting assessment of applications

Application Security Audit (OWASP Top 10)

Activities of PT Ethical Hacking , Vulnerability Addressing , Plug-in solution to be recommended ,

Standards to be

followed 1ISO27001:2018

CERT-In
empanelment Yes
required

ws3ii /Addon(s)

ol g1 fAUiRa =gaad Aea/Minimum Floor Price defined by Buyer

el gIU fAuiRa =gade FEa/Minimum Floor Price
defined by Buyer

No

AR AR grards /Additional Specification Documents

WA /Ruiféar 31As /Consignees/Reporting Officer and Quantity

/SN W/ Raféar gt fr ar AR ravaehar
T | sfaer® /Consignee gdr/Address / Quantity To /Additional
o. .
Reporting/Officer be setas 1 Requirement
Vinavak Waman 411008,C-DAC C-DAC
1 S y Innovation Park, Panchavati, 1 N/A
utar
Pashan
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¥ar gru A 7 Rz & v «wf/Buyer Added Bid Specific Terms and Conditions

1. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Generic

Option Clause: Excess Settlement. The excess settlement has been enabled for the service, allowing
service providers to include additional charges up to a specified percentage of the item-level total value,
including addons, in their invoices. Service providers must declare the applicability of additional charges
during invoice creation and submit mandatory supporting documents to avail this option. The total invoice
amount, including additional charges, shall not exceed the agreed-upon excess settlement percentage for
the order.

3. Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses
Bidder to comply the Scope of Work as per the document enclosed with the bid document.

The NDA would be shared with prospective bidders qualified to bid prior to sharing the detailed scope of w
ork.

In case of any doubts, and/ or queries about the Scope of Work, Terms and conditions of the tender, the pr
ospective bidder may send their queries in writing through email: mmg@cdac.in
Contact Nos. 020 2550 3671-3676

Bidders to submit following.

- Covering letter, as per Annexure A

- Authority letter, as per Annexure B.

- Declaration as per Annexure C in lieu of EMD.

- Declaration as per Annexure D regarding restrictions on procurement from a bidder of a country which sh
ares a land border with India and in compliance to Gol OM on Make in India (MIl).

- Integrity Pact, as per Annexure E.

Details of Independent External Monitors (IEM):

(1) Shri M Peter Johnson - email: johnson.mp@nic.in

(2) Shri Vijay Kumar Singh - email: vijaykumarsingh@hotmail.com

4. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

o/ Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Nov/GEM_2025_B_6864126/CLM0010/docs_aa83e8f4-06fa-41e2-97d31762495779583_buyer15.cdacc.mh@gembuyer.in.pdf

issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

© N o v A

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

This Bid is governed by the @rar=g fager 31k erd/General Terms and Conditions, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a @73 3R acd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

SIH B WA AT F @S 26 & T H AT & WY HfH T AN aRA arad 37 & A § wliig W ufdey & oy &
HIT & YT H{H o TS I drel o & dis o =X 30 g & e ¢ & fow Joft o3 gom 59 a8 ©@s & aren
qeTA WY & wH Uohigpd allfds & 1T o §AT ST &l sHd Fgurelad delr elm 3R IS o aed awon fRw S
T FHD AWl o Pl W HIYT Bl dTehlel AT XA AR FIed b IHFAN M T Fel HIL@rs M 3TAT 39T lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20251112
https://bidplus.gem.gov.in/bidding/bid/bidsla/73235906608804

---¢=are/Thank You---
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