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FEATURES

Learning acceptable behavior of applications

Verification of application against critical resource
access

Enforcing the model atruntime
Process Execution Control

Guard from application exploits and implicit malicious
activity

Real Time and automated malware prevention
Fine grained monitoring of file & registry access
Co-existence with other antivirus solutions

Prevents zero-day attacks

Malware Nivarak addresses the malicious
software issue by using application behavior
whitelisting. This solution eliminates the need for
constantly generating and updating the new
malicious software signatures. It helps to detect
zero-day attacks, without compromising the
system performance or daily updating.

By default, Malware Nivarak is bundled with
models of Adobe Acrobat Reader, MS Excel, MS
Word, MS Power point. Apart from these
applications, one can generate model for any of
their applications and enforce them at runtime.

@ C-DAC MPS

Status | Quarantined | Model Enforcement | Lag Details |

List of Monitored Processes

Adobe Acrobat Reader 8,9,10
Microsaft Excel 2003,2007
Wicrosoft Powerpoint 2003,2007
Microsaft word 2003, 2007
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Status | quarantined | Madel Enforcement | Log Details |

PID Sewarity Process Deatails
1120 Explorer EXE

1164 spacksy,exs

1408 svchost.exe

1425 WMareTray exe

1448 WMwarelser exe E
1472 Console.Exe =
1524 AdobeARM.exe =
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SYSTE M REQU I RE M E N TS : _K\H Process l lQuarantine ] [ Refresh l [Make User Trustedl
Windows XP SP3, Vista SP2 and Windows 7 SP1
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