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CENTRE FOR DEVELOPMENT OF ADVANCED COMPUTING

(A Scientific Society of Ministry of Communications and Information Technology, Government of India)
Plot No. 6 & 7, Hardware Park, Sy No. 1/1, Srisailam Highway, PahadiShareefViaKeshavagiri (Post), Hyderabad —

500005
Email: cswan@cdac.in Website: www.cdac.in
Cert-In Empanelled Organization

ID # CDAC/14/1SS-WA-0145/11/22/1769

Audit Certificate

Application Name Samsung Knox Portal Web Application
Test URL https://stg.manage.samsungknox.com/emm/admin/login.do
Test dates Stage 1: 1-09-2022 to 16-09-2022

Stage 2: 21-10-2022 to 26-10-2022

Conclusion Application is free from OWASP Vulnerabilities and any known vulnerabilities. It is

in compliance to OWASP Top 10. It is safe for hosting with below mentioned
recommendations follow

Production URL https://ap01.manage.samsungknox.com/emm/admin/login.do

https://ap02.manage.samsungknox.com/emm/admin/login.do

Recommendations

1. Website may be considered safe for hosting with read only permissions.
2. The production server should have operating system and web server hardening done and ensure
security patches regularly.
3. Entire website should be continued to host over valid HTTPS.
4. Audit Trails, Sanitized logging and regular monitoring of the logs is recommended which are to be
maintained for at least one year.
Note:
e The certification is valid till no changes are done on the application’s dynamic content or one
year from the date of issue whichever is earlier.
e The Certificate is generated based on the enclosed report with reference number,
CDAC/14/1S5-WA-RP-0145/11/22/1769
e Production URL is only mentioned for reference, no testing was conducted on the production
url.
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Date of Issue: 02.11.2022 for Centre'fdr development of Advanced Computing,

Hyderabad

This certificate can be verified at: https://cdac.in/verify-sth




