PHP Application
Vulnerability Scanner

About PAVS

Now-a-days web is being heavily used to offer citizen
services which include Banking and Governance
services. User interaction is supported in most of these
web applications and this opens door to launch various
attacks such as Cross-site scripting, SQL Injection, File
Manipulation etc. Improper configuration also leads to
various threats.

For detecting such flaws in server side functionality,
manual code review becomes difficult especially when
the web application has large code base. So it is
important to have automated scanners to carry out this
task.

PAVS (PHP Application Vulnerability Scanner) is a
source code scanner for finding the code vulnerabilities
in PHP based web applications.

PAVS scans the PHP based web application source
code and identifies the potential security problems like
lack of input validation and database / file access
threats. It also identifies the loop holes in PHP
configuration file settings.

Php.ini- Configuration File Security Information

Warning
allow_url_fopen is enabled. This could be a serious security risk. You
should disable allow_url_fopen and consider using the PHP cURL

allow_url_fopen functions instead.
Current Value: 1
Recommended Value: 0
Pass
. allow_url_include is disabled, which is me recommended setting
allow_url_include current Value: 0

Recommended Value: 0

Pass

display_errors is disabled, which is the recommended setting
Current Value: 0

Recommended Value: 0

display_errars

Notice

expose_php is enabled. This adds the PHP "signature” to the web

server header, including the PHP version number. This could attract
expose_php attackers looking for vulnerable versions of PHP

Current Value: 1

Recommended Value: 0

Motice

file_uploads are enabled. If you do not require file upload capability,
file_uploads consider disabling them.

- Current Value: 1
Recommended Value: 0 -
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Vulnerabilities Addressed
© Cross-site Scripting © File Inclusion
© SQL Injection

® File Manipulation

® Command Execution
©® Code Evaluation

Help - Cross-Site Scripting X

Cross-Site Scripting

vulnerability Explanation:

vulnerable example code:

Security Recommendations:

patch:
Encode all user tainted data with PHP buildin functions before embedding the data into
the output. Make sure to set the parameter ENT_QUOTES to avoid an eventhandler
injections to existing HTML affributes and specify the correct charset.
1: <?php print(“Hello * . htmlentities(S_GET[“name"], ENT_QUOTES, “utf-8“); 7=

related securing functions:

himlentities
htmispecialchars -

Salient Features

©® Detects vulnerabilities related to popular attacks
© Lists the loop holes in PHP configuration settings
© Effective report on identified vulnerabilities

System Requirements:
©® OS: Linux / Windows
© PHP (Version > = 5)

Contact Us

Tel: +91 40 2315 0115. Fax: +91 40 2315 0117
e-mail: esuraksha@cdac.in

© Apache Web Server

© Any browser

U G fder &g
CENTRE FOR DEVELOPMENT OF ADVANCED COMPUTING

Bangalore ‘ Chennai | Hyderabad | Kolkata ‘ Mohali

Mumbai | New Delhi | Noida | Pune(HO) | Thiruvananthapuram

a‘nqw|ﬁ=rs‘\%a'\rﬁﬁ|aﬁm | srerch
4ag | 8 el | et | qo (qearen) | feasageE

www.cdac.in




	Page 1

